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About SDPC \
14 Elementary Schools
5 Middle Schools
4 High Schools —
1 Career and Technology Center
16,000 Students L
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Building success beyond the classroom
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Vision: Technology Supports Instruction

e Instructional Innovation

e Technology enables and supports innovation

e Digital Ecosystem (focus on interoperability)
o  Single Sign-On - Classlink
o Central LMS as a key part of our digital ecosystem - Schoology
o Learning Object Repository - Safari Montage

e TechltHome: 1:1in grades 4-12

e Ourinstructors focus on educational innovation like...
o Flipped classrooms
o  Personalized instruction
o Reaching homebound and home-based students

This ultimately has driven student engagement/achievement.
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Do your homework!

|[dentify your critical systems!
Chart your data flow!

4 years ago we had 11 systems with no backup. Today
thatis 3 systems.


https://drive.google.com/file/d/1fdXs5Y_wjNNU9RnG-mBDx2C3Ma4ys2ry/view?usp=sharing
https://drive.google.com/file/d/1fiQHJugfOl_84AwlU49V-3qoWDlux25X/view?usp=sharing




Hire outside auditors!

External Security Audit
Internal Security Audit
Google Audit

Cyber Security Insurance



https://drive.google.com/file/d/1fqVUXlL7xLo3vCi9CyvcMFp56X9x8WZm/view?usp=sharing
https://drive.google.com/file/d/1fsGaVt_ZyWCO117CUKJQh0DywLAQRn7z/view?usp=sharing
https://drive.google.com/file/d/1fxcF5XlF6UGh5cjdQyzYQKkR0TLRZP5h/view?usp=sharing




Plan

Business Continuity Plan
Disaster Recovery REP



https://drive.google.com/file/d/1foYrCRfw07LXYynnh7XHWmSrcC0r-roj/view?usp=sharing
https://drive.google.com/file/d/1fyYvUnZCtTS70IB4FKEQNHn3AAj5H0xe/view?usp=sharing




Build First-Class Infrastructure

Hybrid-cloud backup system




Build First-Class Infrastructure

| eased Dark Fiber Network
nternet 2
Data Center




The Broadband Imperative II:

Equitable Access for Learning (SETDA)

INTERNET TARGETS 2020-2021 Targets
Small School District (Fewer than 1,000 At least 4.3 Mbps per user
students) (Minimum 300 Mbps for district)

Medium Sized School District (3,000
students)

At least 3.0 Gbps per 1,000
users

Large School District (10,000 students)

At least 2.0 Gbps per 1,000
Users (SDPC - 36 Gbps)

https://www.fcc.gov/general/summary-e-rate-modernization-order

Published by SETDA 2012; Adopted by the FCC in 2014

*User: students, teachers, administrators, staff, and guests



http://www.setda.org/priorities/equity-of-access/broadband-imperativeii-2016/
https://www.fcc.gov/general/summary-e-rate-modernization-order

The Broadband Imperative II:

Equitable Access for Learning (SETDA)

WAN TARGETS 2020-2021 Targets
Connections to each school to link to the

internet At least 10 Gbps per

via a district aggregation point and for 1,000 users

in-house (SDPC 3-13 Gbps per school)

administrative functions

*User: students, teachers, administrators, staff, and guests



http://www.setda.org/priorities/equity-of-access/broadband-imperativeii-2016/

E-Rate Modernization

Overview

Category 1 Special Construction Costs

Category 1 Monthly Recurring Costs


https://www.fcc.gov/general/summary-e-rate-modernization-order

Process

« Hire an expert consultant. Education Partners Solution, Inc.
« Meet with local fiber providers including rural cooperatives
« Network Design Options
« RFP Process
Lit Options
- Dark Fiber



http://www.eps4.com/index.html
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Funding Options: Our ROl is 7 years 9 months

e F[xisting Circuits e Consider off-site

e F[xisting Hardware and carrier-neutral data center
Power Costs e (ConsiderInternet2 Services
o AD Servers
© DHCP/DNS You may be surprised at
o Caching Servers _
o Virtualized Labs what the state-provided
o Consolidate VOIP Routers network actually costs!


https://drive.google.com/file/d/1fkrLz0wLG1pbc55v1lM1p7l_8PSWA2NY/view?usp=sharing




Data Security

Student Web Apps and COPPA
OneRoster

LTI Advantage

Secure Logins (QR Codes for K-1)



http://www.pickens.k12.sc.us/departments/a_i_t_s/digital_ecosystem




Safe Buildings - Buy time to react!

e SROsin all buildings - cars e [£911-CISCOPhones
parked out front e Security cameras with fully
e frequentTraining digital camera system
e Modified Lockdown o Exterior Doors
e Safe Rooms o Blind Spots
e Al Phone-Secure o Hallways
Entrances o High Traffic Ways

Badge Card Access
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SDPC Assessment Calendar
FEB | MAR

N | moN | TUE | WED SUN | MON | TUE | wED




It’s not just about safety. It’s about time!.










How do we do this?

e We have an educated/informed school board that puts students at
the center. (CIP)
e Superintendent who supports innovation and “out of the box” thinking.
e We are connected nationally and internationally, and not just in our
state.
e We have a collaborative culture
o Senior Leadership, District Leadership
o Departments work together! Instruction, Technology, Finance, and
Operations

It starts with YOU!



From Good to Great!

INSTRUCTIONAL TASKS ADMIN TASKS
e Video Conferencing
® Incorporate emphasis on
problem solving, collaboration,
rigorous real-world tasks
e Focuson balancing screen time
with joyful learning
e Web Apps - Wild, Wild, West
e |Instructional Dashboard

Administrative Dashboard
Data Security Policy
Penetration Testing
Incident Response

Ongoing vulnerability scans
2 Factor Authentication

This ultimately will further drive student engagement/achievement.






Questions







